SHRINE 4.1.0 Appendix A.5 - More Details: Tomcat
Configuration

Sets up the receiving end of AJP over NIO2 connection with Apache.
For security reasons, Tomcat should open port 8009 only to localhost, and should reside on the same host as Apache.
This is the same Tomcat as the one installed when setting up Shrine, ideally version 9.0.52 as per SHRINE 4.1.0 Chapter 5 - Set up Apache Tomcat.

For security reasons, Tomcat should accept requests on port 8009, but only from localhost, and redirect to the SSL port 6443. Port 8009 and 6443 should
not be reachable from outside the localhost, which is a change from the non-SSO Shrine installation where clients connect to port 6443.

Verify that there already is a Connector listening to https requests on port 6443. It should look like this:

<Connect or port="6443" protocol ="org. apache. coyote. httpll. Htpl1N oProtocol"
maxThr eads="150" SSLEnabl ed="true" schene="https" secure="true"
clientAuth="fal se" sslProtocol ="TLS"
keyst oreFi | e="/opt/shrine/shrine. keystore"
keyst or ePass="changei t "
keyAl i as="*. cat al yst. harvard. edu”

Configure the AJP connector. Note the al | owedRequest At tri but esPattern=".*" attribute. That is needed for the AJP connection to pass the
attributes specified in "at t ri but e- map. xm " file (see above) to the ServletRequest object as request attributes, and of the correct name (as opposed to
request headers). See also SHRINE 4.1.0 Appendix A.3 - More Details : Shibboleth Configuration on the same topic.

The connector directive below should be merged into the existing Shrine's server.xml.

<Connect or protocol ="org. apache. coyot e. aj p. Aj pNi 02Pr ot ocol "
packet Si ze="65536"
pr oxyNanme="[ your - host nane] "
proxyPort ="443"
enabl eLookups="t rue"
address="0.0.0.0"
port="8009"
al | onedRequest At tri but esPattern=".*
secret Requi red="f al se"
redirect Port="6443"
tonctat Aut henti cation="fal se"/>

Next Step:

SHRINE 4.1.0 Appendix A.6 - More Details: SP Metadata
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